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BBenenue

[loreprieBIIMMH OT KUOEPHNpPECTYIUIEHUH SBISIOTCS TpaskaaHe abCONIOTHO BCEX
KaTeropHii, BKJIOYas KaK COLMATIbHO-HE3alWIIEHHbIE CJIOHM HacelleHHs (MHBaJIMIBL,
TICHCHOHEPBI, HECOBEPILIEHHOJETHUE), TaK U JIOAH, 3aHUMAIOIINE PYKOBOISIIME IOCTHI
B OpraHu3auusax (IpeanpusaTHsIX) BceX (GopM COOCTBEHHOCTH, MMEIOIIHE HECKOJIBKO
BBICIIUX 00pa30BaHUH.

37M0yMBILUIEHHUKAMU  UCIOJB3YIOTCS H3OIIPEHHBIE CIIOCOOBI  «BBLIMAHUBASH)
JIEHEeXHBIX CPEICTB Pa3jIM4YHBIMU «IEreHJaMu», MOCPEICTBOM H3JIOKEHUS KOTOPBIX
OKa3bIBA€TCs IICHXOJIOTMYECKOE BO3JEHCTBHE Ha TpakAaH, KOTOpBIE IIOL €ro
BO3JCHCTBUEM  BBIIOJHSAIOT  BCE  KOMaHAbl  3JIOYMBIILIEHHHKOB.  MHorue
U3 IOTEpNEBIIMX B  JajbHEHIIEM B XoJe OOWIEHWS C  COTPYJHMKAMH
IIPaBOOXPAHUTEIBHBIX OpPraHOB COOOIIAIOT, YTO JEWCTBOBAIM «IIOJ THIIHO30MY,
B pe3yJibTare Npo¢decCUOHAIBHON MaHHITYJISILIUU CO CTOPOHBI IIPECTYITHUKOB.

B xome coBepleHMs NPECTYNJICHUH 3J0YMBIIUICHHUKH HCIOIB3YIOT 3BOHKH
C HOMEpOB, BU3yaJIbHO NPHOIMKEHHBIX K HOMepaM Tele(OHOB MPaBOOXPaHUTEIBHBIX
OpraHoB, ciry>k6 6aHkoB (Hanpumep 3BoHKH Ha Barcan ¢ Homepa +900, 900, Torga xak
odunuanbHeiit Homep Coepbanka 900).

PacnpocTpaHeHHbIe cIOCOOBI COBepLIEHHUS] MPeCTyNJIeH I :

1. CMC ot paGoToaareJs.

ITorepnesmemy mnoctynaer CMC cooblieHne uiu cooOLieHHe B MeCCeHIDKepe
ot paboromarens. O ToM, YTO ¢ HUM B Onmkaiiiiee Bpems cBspKeTcsi coTpyaauk PCh
WM MHOW OpraHM3allMM U ClIeflyeT ¢ HUM IO0OOINAThCs, a TaKKe HalpaBiseT CCBUIKY
B MecceHkepe Tenerpam, Mo KOTOPOH HY>KHO MTPONTH.

[Tocne 3TOro 3BOHUT COTPYJHHUK C HMEHEM YyKa3aHHBIM pPYKOBOIHMTEJIEM
¥ COOOIIAeT O MOMBITKaxX MepeBojia JHYHBIX COepeKEeHUH Ha HHOCTPAHHBIE CYeTa, JIN0O
dbuHaHCcHpoBaHUe TeppopusMa, b0 BC YkpauHsl u T.11.

B nensx npeceueHus NpecTyIHbIX Olepalyii IOTepreBLIero yoexaalT npepBaTh
TpaH3aKIMH ITyTeM IepeBoa AeHer (JIMYHBIX HAKOTUICHUH WJIH ITyTeM B3SITHUS KPeIuTa)
Ha CYeT, yKa3aHHBIN 3T0yMBIIIIEHHUKAMU.

Yro nenath B 3TOM CUTYyallHH:

[TpoBepUTh HOMEP C KOTOPOIO INPHUILIO COOOLIEHHE, CBEPUTHh €ro C peaJbHBIM
TeneOHHBIM HOMEpPOM aboHeHTa (paboTonaTens).

Jlns mpoBepkd TOJJIMHHOCTM  ajpecara HEoOXOAMMO IIO3BOHUTh €My
C HCIOJB30BaHHEM IPYTHX CPEACTB CBS3M M YTOYHHUTH OTIPABISUI JIM OH JaHHOE
cooOLIeHue.

Eciu HET COMHEHHH, YTO 3TO 3J0yMBILIUIEHHUK, TO HE0OOXO0AUMO 3a0J0KHpPOBAThH
5TOro aboHEHTa M YIaJIUTh coobineHrne. Hu B koeM cilydyae He BCTyNaTh B NEPENUCKY
1 HE IIEPEeXOAUTH IO CCHUIKaM, COASPIKAIUMCS B COOOILIEHHUH.

B ciyyae eciu BBl IPOLUIM IO CCBUIKE HE3aMEUIMTENIBHO M3MEHHTE I1apoJib

CBOCro aKkKayHTa B TenerpaM, IMpOBEPLTE yCTPOﬁCTBa, INOAKJIOYEHHBIE K BallEMY
AKKayHTY.
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Ynanure mobble He3HaKOMBbIe ycTpoiicTBa. OOpaTuTech B CiIyX 0y IOIIEPKKH
Tenerpam u coobmure o npousomenueM. Y 6eauTech, YTO BKIOYEHA ABYyX(aKTOpHAs
ayTeHTH(GHKaLKs 1715 JONOIHUATEIBHO 3alUTHI BAIllero akKayHTa. byibTe 0CTOpOKHBI
C MOOBIMH APYTUMH MOJO3PUTETbHBIMU CCBTKAMH U COOOILEHUSIMH.

2. 310yMBIIJIEGHHHKH «NIPOJAIOT» Bally KBAPTHPY MJIH AaBTOMOGHIb.

3BOHUBILME IPEJACTABIAIOTCS  IPEACTABUTENSIMH  CIIYy)KObI  6€30IacHOCTH
KomMMmepyeckoro  6anka, [I'ocycmyr, IlentpamsHoro 6Ganka Poccuu, mu6o
IIPaBOOXPAHUTEIHFHOTO OpraHa.

Coo01maroT 0 TOM, 4TO Balll IEPCOHANIBHBIE JAHHBIE C IMYHOTO KaOHHETa YTEeKIH
¥ TeIepb MPECTYIIHUKHA MOTYT OT Ballero UMEHHU IMpoJaTh KBapTUPY JIMOO aBTOMOGHUII,
UCIIOJIB3Y$ JIEKTPOHHO-LU(POBYIO IMOIIHCE.

B mensx 3ammrel Bac yOeXIarOT CPOYHO MX MPOAATH - MEPEBECTH BBIPYYEHHBIE
JIEHbTH Ha («3aLMIIEHHBIA KaHaAI», «0€30IacHBIi CUeT», KPE3EPBHYIO AUEHKY»).

YTo nenath B 9TOW CUTYAIIHH:

IIpekpaTtuTh pasroBOp U MEPE3BOHUTh Ha OMUIMAIBHYIO TOPSYYIO JIMHHUIO
Y4YpeXIeHHs, IPOBEPUTH COOOIEHHYIO HH(OPMAITHIO.

Crnenyer oOpaTuTh BHHMAaHHUE, YTO YUYPEXKIEHHsS HE 3BOHSAT C MCIIOJIb30BAaHHEM
MEeCCEHIKepOoB!

3. IlepeBon nener Ha «0e30nacHbIH c4eT», AKOOBI AJIs1 HX COXPAHHOCTH.

3BOHMBIIME IPEJICTABIAIOTCA JHOO INPENCTABUTENISIMH CIIy>KObI 0€30MacHOCTH
KoMMepyeckoro Oanka, LlenTpansHoro 6anka Poccum, GO mpaBOOXpaHUTENHHOIO
opraHa ¥ COOOIIAIOT, YTO MOILIEHHMKH C MCIOJIB30BaHHEM BAlMX IEPCOHANBHBIX
NaHHBIX O(QOPMIIAIOT KPEAUTH] B Pa3IMYHBIX OaHKaX M ISl TOTO, YTOOBI IIPEAOTBPATHTE
XUIIEHHe NeHer ¢ OaHKOBCKOro c4eTa BaM HEOOXOAMMO JIMYHBIE COEPEKEHHs CPOYHO
nepeBecTH Ha «Oe3omnacHble cyeTay. B xonme nanpHeiero oblIeHUs BaM COOOIIAOT
0 HEOOXOAUMOCTH 0(OPMIIEHUS KPEIUTOB U UX IEPEBOIA.

Crnenyer oTMeTuTh, 4TO Balle OOIIEHHE CO 3JIOYMBILIUIEHHUKAMH MOXET OBITh
JUIATEIbHBIM, B HEKOTOPBIX CIy4asix OCYLIECTBISETCS B TEUEHHE HECKOIBKUX MECALEB,
HCIONB3yeTCs Kak Tene(dOHHas CBA3b, TaK U OOILIEHHE IIOCPENCTBOM MECCEHIKEPOB
(Barcam, Baiibep, Tenerpam u 1.1.).

E1me oxHa pa3HOBUAHOCTB IIPECTYITHOM CXEMBI: KOTJa 3BOHSAT SIKOOBI COTPY/IHHKH
IPaBOOXPAHUTENIEHEIX OPraHOB M COOOILAIOT 4YTO B OTHOLIEHHHM Bac BO30YXKIEHO
YIOJIOBHOE [J€JI0 B CBSA3H C (DMHAHCHUPOBAHHUEM OKCTPEMHCTKOH, TePPOPHCTHUECKOM
JEeSATEeIbHOCTH, IIOCKOJIBKY C Balllero OaHKOBCKOIO CYeTa OCYIIECTBJICH IepeBO.
JIEHEeXKHBIX CPEACTB B HEJIPYKECTBEHHOE IOCyAapCTBO.

B xone oOuieHus 3JI0yMBILIJIEHHUKA MOTYT IPHUCHUIATh (OTO yAOCTOBEPEHHIH,
IIOBECTOK, ITOCTAHOBJIEHHMH O BO30YXXJIEHUU YTOJOBHOrO  Jejia, IOJIMHCOK
0 Hepasrjall€HUHU CIIEICTBEHHON TalHbI U T.J.

YTo feaaTh B 9TOM CUTYALIUU:

[IpekpaTUTh pasroBOp U INEpPe3BOHUTh Ha OMHULUHAIBHYIO TOpPSUYYyIO JIMHHUIO
yUpeXIeHHs, TPOBEPUTH COOOIIaeMy 0 HH(OPMALHIO.

Crnenyer oOpaTUTh BHUMaHHUE, YTO YUPEKIEHHUS HE 3BOHAT C HCIIOJIB30BAHUEM
MeCCeHIKepOB!
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Kpome Toro, cienyer mOMHHUTB, 4TO «O€30MacCHBIX CYETOB» HeE CYILIECTBYET,
a npexacraButend LlentpansHoro bamka Poccum He ocymectBisior  paGory
¢ GU3NMYECKUMH JIULIAMHU.

4. 3BOHOK 3JIOyMBILILJIEHHHKA NOJ BHAOM MOOHJIBHBIX ONEPATOPOB, KOTOPbIE
€0001IAKT, YTO CPOK ACHCTBHSA Balllell CHM-KapThl HCTEK JIH0O0 HCTEKaeT JOroBop
00Cy’>KHBaHHsl, 2 [JIsi €ro NpoAJIeHHsi HeoOXOAHMO COOOIIMTb KO, KOTOPLIii
nocrynut B CMC, 1160 npolTH no cchbliiKe, B MPOTHBHOM CJIy4ae CHM-KapTa
Oyaet 3a0/I0KHpOBaHa.

BaxxHO 3HaTh, YTO y CHUM-KapThl HET CpOKa JEHCTBHUs, COTOBBIE OINEPATOPEI
TIIEPEBBINTYCKAIOT CUM-KapThl TOJIBKO 10 NpockOe nmoTpeduTeneit B ciiydae GH3HYECKOTO
U3HOCA, IIOTEPH, HEOOXOIUMOCTH JPYroro ¢popmara.

BeimonsuB TpeboBaHMS MOIIEHHHUKOB U coobmmB kox u3 CMC, nuGo mpoiins
10 CCBUIKE BBl OTJAeTe B PYKH 3JI0YMBILUIEHHHUKOB IOCTYIl B CBOM JIMYHBIA KaOWHET
Ha cailTe omepaTopa CBS34, IIOCI€ Yero MOIIEHHHKH WMET BO3MOXKHOCTD
yCTaHaBIMBaTh IE€peajpecaluio COOOLIeHUN Ha HYXXHBIH UM HOMED, YTO IIO3BOJIMT
CMEHHTH [1apoJib OT MOOMJIBHOTO OaHKa ¥ MOXUTHTD JACHEKHBIE CPE/ICTBA.

Bropas pa3sHOBHIHOCTE TaKMX NPECTYIUIEHHUH - 3BOHOK 3JI0YMBILIJIEHHHKA
00 HCTeYeHHH CpOKa [elicTBHS MeAHIMHCKOr0 CTPaxoOBOro MOJIMCA, a JUIS €ro
npojyieHuss Heobxomumo coodbmwmts kox M3 CMC nocryma k akkayHty [ocycnyr,
B JalbHEHIIEM ClleflyeT O(QOpMJIEHHE 3asiBOK Ha KpeIuThl B OaHKaX, MOJyYeHHE
NIEPCOHAJIBHBIX JAHHBIX, TAKMX KaK CBEIEHUS O JOoXOAaX, HaJuure OaHKOBCKMX CUETOB
U T.1.

Yro nenath B 9TOU CUTYaLIUHU:

[IpexpaTuts pa3roBop.

Ecau Bel coobmmmu ko u3 CMC HeoOXoAMMO He3aMeIIMTENILHO 00paTUThCS
K COTOBOMY OIl€paTopy ¢ MpockOoii 3a6/10KupoBaTh HoMep TenedoHa.

B caygae I'ocycimyr HeoOXxomumo 3a0l0KMpPOBaTh CBOK YUYETHYIO 3aIllCh.
Crenate 3T0 MOXHO MO0 uYepe3 MoOMIbHOe IpuiokeHue ['ocyciyru, nubo uepes
texnoaaepxky M®LI, nu6o nuuno obpaturbest B MOLI.

5. Cnauya HAJI0rOBBIX JeKJIapauHii H CIPaBOK O A0X0JaX.

3BOHHUBIINE NPECTABISIIOTCS COTPYAHHKAMHU [ OCyciyr, ympaBiieHHs IO JejiaM
[Ipesunenta Poccuu, coobmarwT, 4YTO B paMKax [eKJIapallMOHHOW KaMITaHUU
MPOBEPSAIOT MEPCOHAIBHBIE JaHHble JIML, CAABIIMX HAJOTOBble JeKJIapaluu JH0o
JeKJIapalyy o J0Xo4ax.

Co clOB 3I0YMBILUIEHHUKOB - U1 IIOATBEPXKACHUS CIEAyeT Ha3BaTh
nacropTHble AaHHble U Kox u3 CMC. PesynpTar - cnvcaHue JeHer ¢ BallMX CYETOB,
odopmMiieHHEe Ha Ballle UMsI KpeauTa.

Yro nenatk B 3TOM CUTYalIUHU:

IIpexpaTtuTh pa3roBop.

Hukorna He coobmaiite o tenedgony kox u3 CMC, a Taxxe CBOU NIEpCOHAIbHBIE
nannsle (macnopra, MTHH, CHWJIC, Homepa 6aHKOBCKHMX KapT, U T.II.)
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Ecmu Bbl coobmmmu xoxn u3 CMC st NOATBEpXKIOEHHS TpaH3aKIUH
(0aHKOBCKOTO IlepeBOsia) HEOOXOAUMO He3aMEeMIUTENbHO OOpaTHThCA Ha TOPSUYIO
JTUHUIO OaHKa ¥ COOOLIUTE O JaHHOM (akTe.

B cinyuae B3noMa ydeTHoH 3amucu [ocycayr HeoOxomumo 3ablIOKHPOBAThH
yueTHyto 3amuch. Crnenatb 3TO MOXHO JMOO depe3 MOOWUIBHOE TPHIIOKEHHE
Tocycmyru, nubo vepes texnogaepxky M®L, mubo nuyno odpatuthes B MOLI.

6. Bziom 1m00 KONMHMpPOBaHHE AKKAayHTAa NOJIb30BaTelsi B MeCCEHIMKepax
Barcan, Baiidep, Teaerpam, conmaiabHbIXx cereli BkoHTakTe U JanbHellnee
HallpaBJIeHUE CTeHEPUPOBAHHBIX MCKYCCTBEHHBIM HHTEIIEKTOM (HeHpoceThio)
TOJIOCOBBIX JUOO BHUIEO COOOILEHWI OT MUMEHH Balllero 3HAKOMOT'O, POIHBIX, KOJUIET
U T.1. (Y KOTOpBIX paHee B3JIOMaJId aKKayHT), KOTOpPbI€ IMOJTHOCTHIO KOMMUPYIOT X TOJIOC
U BUJEOU300pa)K€HUE, HCIIONb3ys NpPU ITOM paHee OTIpPaBIECHHbIE BHIEO H ayIHO
COOOILIeHHUs Balllero 3HaKOMOT0.

A panpmie Bce IO TUIIMYHOM CXE€M€ - Yy Bac MPOCSAT OJAOKHTH B3aMBI,
IPUCBHUIAIOT GOTO OAHKOBCKOM KapThI ISl TepeBo/ia AeHEKHBIX CPECTB.

Yrto nenath B 3TOW CUTYALIUHU:

B nanHOI cuTyanuu Ba)xxHO yOeOUTBCS, YTO Bbl 00IaeTeCh UMEHHO C BallMM
3HaKOMBIM, CBS3aBILUKChH C HUM UCIOJIb3Ysl APYTHE CPEACTBA CBS3H.

CrnenaB 370, BBl obe3omacure cedsi U MpeaynpeauTe Ballero 3HaKOMOI'O O TOM,
YTO OT €r0 UMEHH JIEHCTBYIOT MOILIEHHUKHU U BO3MOXKHO €ro aKKayHT ObLIT B3JIOMaH.

Jlnsg toro, 4yroObl HE MOTEPSTH KOHTPOJb HAJ BalllUM aKKayHTOM HHUKOIa
HE IepexoAuTe II0 HE3HAaKOMBIM  CChbUIKaM, HE CKayMBaWTe IPOrpaMMBbI
U3 HEMOATBEPKACHHBIX UCTOYHUKOB, UCIOIB3yHTE NBYX(AKTOPHYIO ayTEeHTH()HKAIUIO
BallIMX aKKayHTOB.

7. XulleHHe JeHeKHbIX CpeACcTB Yepe3 cucTtemy ObicTpbix miartexei (CBII).

Hampumep, nokymnarens Ha caiiTe OCTaBiseT 3asBKy Ha MpuoOpeTeHue TOoBapa,
eMy TIIOCTyNaeT 3BOHOK SIKOObI OT COTpyAHHMKa MarasuHa, MpeajiaraeTtcs CKUAKa
Ha TOBap, HO TOJbKO npH ycioBuu omatel 4epe3 CBII ummm QR-komy, 3arem
3JI0YMBIILJIEHHUK IIPUCBHUIAET B MECCEHKEP CCBUIKY, BEAYLIYIO Ha CTpaHULy ¢ (hopmoii
ommnatel Mo QR-komy. [lokymarens moATBepXKOaeT IUIATEX U JEHEXHBIE CpPEICTBa
MIOCTYIAIOT Ha CYET MOILIEHHHUKA.

Yrto menath B 3TOU CUTYaALIUHU:

BaxHO B TaKkoil CUTyalliH CBSI3aThCS CO CIIyKOOU NOANEpKKU OHJIaliH-MarasuHa,
yepe3 O(UIUANBHBIN CalT WM NpuiokeHue. He coXpaHsATh A OmIaThl B JIMYHBIX
KabuHeTaX OaHKOBCKHME KapThl, NpPH BO3MOXXHOCTH 3aBEOUTE OTHAEIBHYIO KapTy
JUTS OTLJIAThI MOKYTIOK OHJIAMH.

8. 3apaGorok Ha Ompike, 3aMaHHBaHHe NPHOLUILHBIMH HHBECTHUHSIMH -
I'IOJIY‘-II/IBI.IIEUI IIIUPOKOC pacnpocrpaHeHHe B IIocCJIeAHEEC BpEMs CXE€Ma, B pe3ynapTartre
HCIIOIB30BaHKsl KOTOPOW MpHYHHSAETCs HamOosee KpymnHbIM ymepO. IlpectymHukamu
co3maeTcs  MAaKCHMalbHas  BHIUMOCTH  TOro, 4YTO  OOLIEHHWE  IPOUCXOIUT
C MpEeACTaBUTENSIMUA KPYITHON WHBECTULMOHHOM IUIOLIAIKH, UX CAUThl UMEIOT BUIUMOE
CXOICTBO ¢ OaHKOBCKHMH OpraHu3auusMu (Hampumep, ['a3npoM-HHBECTHIINH,
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PBK-unBectuimu, TuHbpkO(Q@-MHBECTULIMH U T.A.), Ha3HAdaeTcs JHUYHBIA Opokep,
00IIIeHHE C KOTOPBIM MOXET OCYIIECTBISTHCS J1aXKe IIOCPEICTBOM BHAECO3BOHKOB.

[Tox WX pYKOBOJICTBOM coO3haeTcsi SIKOObI JMYHBIM KaOMHET Ha TOProBOU
IUIOIaJIKe, B KOTOPOM OTOOpa)XalOTCsi BCE BHECEHHbIE JEHEXHBIE CpEeJNCTBa,
U naxe mpuOpUTs. OIHAKO UX AaJbHEHIINI BBIBOJ HEBO3MOXKEH.

Yto nenath B 3TOW CUTYALIUU:

WrHopupoBaTh TpeNjiOXKeHHe. bbITh OOUTENBHBIM HM HE IOAAaBaThCs
HA MaHUITYJISALIHA MOIIEHHUKOB. [IpoBepsiTh U3 APYruX MCTOYHHKOB IMPEACTABICHHYIO
BaM uHpopMauuro. Crenyer oOpaTuTh BHUMaHUe Ha HoMepa TeaedOHOB, C KOTOPBIX
IIOCTYIHIIO TpEUIOKEHNe, a Tak)Ke TO, YTO KOMMEPYECKHE OpraHW3alldd He 3BOHSAT
C MCIIOJIb30BaHUEM MECCEH/I)KEPOB.

9. Paccblika HaJOrOBbIX IMHCEM O BbISIBJICHHH IMOJ03PHTEJIbHBIX
TPaH3aKUHH H aKTHBHOCTH HAJIOrOIIATEJbIHKA.

B momnmensHOM COOOIIEHUU TpejjiaraeTcsi IPOUTH AOMOJHUTENBHYIO MPOBEPKY
U TPEJOCTaBUTh CBEIEHHUS IO 3aIpocy HAJIOroBOW ciy>kKObl. Tak MOLIEHHHMKH MOTYT
3alPOCHUTh KaCCOBBIE IOKYMEHTHI, cueTa-(aKkTypbl, OTUETHbIE JOKYMEHTHI.

Jlanee misi MPOXOXKAEHUS NMPOBEPKH IpeasiaraeTcsi oOpaTUThCA K YKa3aHHOMY
B ITHCbM€e HHCIIEKTOPY MOJ YTpo30i OJIOKMPOBKH CUYETOB HAJIOTOILIATENbIIHUKA.

Yto fenath B 3TOU CUTYaALIUU:

UrnopupoBath coobmenue. Baxxno nmomuuts, uto ®HC He paccbuiaeT Takoro
poga mTHChbMa M HE HKMEeT OTHOLIEHMs K HUM, TaKHe I[IMChbMa OTKpPHIBaTh
He pEKOMEH/yeTCsl, KaK U IIEPEXOAUTH 10 CCHUIKaM.

10. Cxema «Bam poacrBeHHuk mnonaa B JITID», nHaubonee mnonBepieHbI
JAaHHOMY BHJIY TIPECTYIUICHUH MOXHIbIe rpaKaaHe. 3II0YMBIIUIEHHUK IPeCTaBIIsSeTCs
MO0 POJCTBEHHUKOM IIOTEpPIEBLIEro, JTUOO IMpeICcTaBUTENEM IMPaBOOXPAHUTEIBHOIO
opraHa W coOOIIaeT, 4YTO JAJs OCBOOOXAEHHS OT YIOJIOBHOW OTBETCTBEHHOCTH
U HakKa3aHWsd B BHJE JIUIIEHUS CBOOOIBI CPOYHO HEOOXOAMMO Mepenarh IeHEeXHbIe
cpencta (B3STKY).

Yro nenaTh B 3TOW CUTYaIIUH:

CBs3aTbCSI C POJCTBEHHHKOM M IPOBEPUTH COOOILIEHHYIO WH(OPMALHUIO.
B ciydae ecnmu aOOHEHT HENOCTYIEH, TO HM B KOEM Cily4ae He INpeJlpHHUMATh
NEeWCTBUS IO Tlepefade JEHEeXKHBIX CpEeACTB, COOOIIUTH O MPOMCXOIAILEM
B IPABOOXPAaHUTENIbHBIE OPTaHbl.

Hacrtpoiikn koH(}puaeHIHaIbHOCTH B MecceHxKepe «Telegram»

B wmensx mpenoTBpalieHus mnocTymieHus 3BoHKOB M CMC  coobmenuit
B Meccenmkepe «Telegram» OT HEU3BECTHBIX MCTOYHHKOB HEOOXOAMMO OOECIEYHTH
COOTBETCTBYIOIIYI0 HACTPOWKY KOH(QHACHUMaIbHOCTH. J[lIs 3Toro Heobxoaumo
BBITIOJTHAT CIIEIYIOLIUHI NOPSI0K JEHCTBUM.

L 3amyckaem mnpuioxeHue «Telegram» M nepexoauM B HACTPOHKH
KOH(UIEHLIUATBHOCTH.
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2. Jlna OJOKMPOBKM 3BOHKOB M COOOLICHHH OT HEH3BECTHBIX HOMEPOB
B HacTpokKax KoHpuaeHnuansHocTH «Telegram» HE0OXOOMMO OrpaHUYMTH KPYT JIKIL,
KOTOpBIE MOTYT HallpaBJIsATh COOOIIEHUS H OCYIIECTBIIATH 3BOHKU Ha Balll aKKAyHT.

Jns 5TOro B HAcTpOMKax KOH(MUACHLUUANBHOCTH B pasfelaX «3BOHKH»
1 «CooOmeHus» HEOOXOOUMO YCTAaHOBHUTH pa3peIleHHs TOJBKO Uil «KOHTAKTOBY.
B sToM ciyyae ocyuiecTBiaTs 3B0HKM ¥ HanpaBisATh CMC cooOIueHus: B MeCCeHIKepe
«Telegram» cMoryr ToJIbKO aOOHEHTBI, 4YbH HOMepa TeJe()OHOB 3arUCaHbI
B Tee(oHHOM KHUre Bammero MoOUIbHOTO yCTpolicTBa.

Hacrpoiika aByx¢gakTopHOH ayTeHTH()HKAIHH

JI71si MOTNOJIHUTENIBHOM 3aIUMTEl aKKayHTOB B COLIMAJIBHBIX CETSIX, MECCEHKEPaX
U HMHBIX HHTEPHET pecypcax HeOOXOOMMO  HCIOJIb30BaTh  JBYX()AKTOPHYIO
ayTeHTU(QHKAIHIO. DTO NMO3BOJIUT MUHAMHU3UPOBATh PUCKH B3JIOMa aKKayHTOB, a TaKxkKe
MO3BOJIAT ~ 00ecre4nTh 0Oe30macHOoe BOCCTAHOBJIEHHME JOCTyNa K  akKKayHTy.
Jns HacTpodiku IByX(aKTOPHOH ayTeHTH(HUKALUH B MeECCEHIDKEPE HEOOXOIMMO
BBINOJIHUTD CIIEAYIOLIUN MTOPSAOK NeHCTBUM:

1. 3amyckaem mnpunoxenue «Telegram» u mepexoguM B  HACTPOMKH
KOH(UIEHIIUATBHOCTH.

2. Ilepexonum B paszznen «OOmauHbIN APOITHY.

3. YcranaBnuBaeM 00JIa4HBIN TApPOITb.

ITapons He IO/KEH OBITH MPOCTHIM, COAEP)KaTh UMEHa, IaThl POXKIEHUS U HHbIE
CBEZICHHs, KOTOPBIE JIETKO MOKET BBIYMCIIUTD 3JI0YMBILUICHHHUK.

IIpaBHIBHOE UCTIOIB30BaHUE MOJCKA3KHU AJIS TIAPOJIS IO3BOJISIET BCIIOMHUTD JaXKe
CJIOXKHBIN ITapOJIb CITyCTS AJIUTEIBHOE BPEeMs.

Jlis  moBellIeHMs 0€30IIaCHOCTH, a TakXKe YMPOIIEHHS BO3MOXKHOCTH
BOCCTAHOBJIEHHS JOCTYIa K JIMYHOMY aKKayHTy PEKOMEHAYeTCs YKa3aTh JIHYHYIO
3JIEKTPOHHYIO IIOYTY, Ha KOTOpYylO OyIyT HaIpaBisATbCS KOIBI IIOATBEPIKICHHUS
B cllydae cOpoca UiIu CMEHBI TapoJIsl.

O0mue npaBu/Ia H peKOMEHJALHHU 10 CHUKEHHUIO YPOBHSI YSI3BUMOCTH Nepe/
yYrpo3aMH ¢O CTOPOHBI NIPeCTYIIEHHH, COBEPIIAeMbIX ¢ HCNOJIb30BAHHEM
HH(POPMALHOHHO-TEJIeKOMMYHHKAIHOHHBIX TEXHOJIOTHH.

L. Co3naBaiiTe yHMKalbHBIE M HAJEKHBIE IIAPOJIM, MHOTO(PAKTOPHYIO
ayTeHTU(QHUKAIMIO, a Takke ob0ecreuyuBaiiTe peryisipHyl0 CMeHy IapoJieit
B MECCEH/)Kepax, COLUAIbHBIX CETSAX, NOCYAAPCTBEHHBIX MOpTajlaX U WHBIX MHTEPHET
pecypcax.

! BaxHO IIOMHHTBH, YTO B3JIOM akKKayHTa B COLMAJBHBIX CETAX MOXET
OCYILECTBIIATECS 4Yepe3 IMPUBSA3aHHYID K HEMYy OJJIEKTPOHHYIO IIOYTy, IO3TOMY
HCOOXOAHMMO OOECHeYHUTh HAAEKHYIO IIapOJIbHYIO 3allUTy JIMYHOI'O 3JIEKTPOHHOIO
MIOYTOBOTO SIIHKA.

2.  He nepexomuTe 1o cchulkaM B MHUChbMaxX WM COOOILIEHUSX OT HEU3BECTHBIX

OTIPaBUTEIIEH.
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3. IIpoBepsiiiTe neTanu: OleYaTKU B aJipece caiTa, CTpaHHbIe TOMEHHBIE 30HBI
Y OIIMOKH B TEKCTAX - ABISAIOTCS NPU3HAKAMH BPETOHOCHBIX CTPAHHII.

4. He myGnukylite nu4HblEe JaHHBIE HA MOMO3PUTENBHBIX CaiiTax, TAKUE Kak
HOMep Tele(oHa, aipec 3IeKTPOHHON NOYThI, HOMep 0AHKOBCKOM KapThI.

5. He crouT n0BepATh COOOLIEHHSM OT HEU3BECTHBIX HOMEPOB, BCEr/a
npoBepsiiTe HoMep aboHeHTa, KoTopblii Bam 3BonuT mnu numer CMC coobuienue.

6. Hcnone3yiiTe Haae)XHble CcHaM-QUIBTPbl U ONPEAEIUTENH HOMEPOB,

KOTOPBIE I103BOJISIIOT BBISBISTE M OJIOKMPOBAaTh 3BOHKH OT MOJIO3PUTENBHEIX a00HEHTOB.

Yciyru anTucnama npefocTaBiIsIFOT OOJBIIMHCTBO COTOBBIX oneparopoB. Kpome
TOro, CyHIECTBYIOT O€30IacHbIE CEpPBUCHI U IPUIIOKEHHUS, MO3BOJSIONIME HACTPOUTH
cmaMm GuIBTp Ha camMoM cMaprdoHe (ompenenuTens HoMepa OT SHuekc,
Kaspersky Who Calls u T.1.).

Baxno! He wucnonesyiite cepBUCHI 10 ONpPEJENICHUI0 HOMEPOB Tele(OHOB,
KOTOpBIE 3alpallliBAlOT M IPEJOCTABISIOT IEepCOHAIbHBIE IaHHBIE O BIaeNblax
HoMepoB TenedoHOB («Getcontacty, NumBuster, u T.1.). Mcmons3oBanue Mmogo0HbIX
NPUIOKEHUHA M CEPBUCOB II03BOJISET 3JOYyMBILUICHHUKAM HISHTHOHUIHpOBATh Bar
HOMep TeleoHa, a TaKKe HoMepa Tele(OHOB, 3alMCAHHBIX B Tele()OHHOU KHHIeE
Bamiero cmapTtdoHna.

7. [leppoau4ecku IIpOBEpsANTE CBOM Tra[keT Ha HAJIWYHEe BHPYCOB
U BpeloHOCHBIX mporpamMM. Ilpu oOHapyxeHHUH, HX HEOOXOAMMO BBLUIEYUTH
U 00e3BpeUTb.

8. IIpy moTepe WM KOMIIpOMETAllMM OAHHBIX CBOEH OaHKOBCKOHM KapThl
Heo0X0IUMO 00paTUTECA B 6aHK M 3a0JI0KUpOBaTh KapTy. He 3a0biBaiiTe neproaniecku
cienuTh 3a Bameli 6aHKOBCKOM aKTMBHOCTBIO. B cilydae BEISBIEHHS IIOIO3PUTENBHBIX
omepauuii, = Kortopele  Bel  He  coBepmany,  HEOOXOOAUMO  OOpaTHUTHCS
B OaHK.

BA’KHO 3HATD!

Hcnone3yeMble MOILIEHHUKAMHU CXEMBI ITOCTOSIHHO MEHSIOTCS, «IOJCTPaMBasCh
Mof OOLIeCTBEHHO-IIOJUTUYECKYI0O OOCTaHOBKY, 3HaYUMBbIE COOBITHS B TOCYIApCTBE.
PacnipocTpaHeHsI Takoke ClieIyIoLIue CIIOCOOBI:

- oO6MaH BO BpeMsl KOMIIaHMM IO cljaue HaJOTrOBBIX JAeKJapauuil (MOCTyIUIEHHE
NMCbMa OT 3JI0YMBIIUIEHHUKOB Ha OJJIEKTPOHHYIO IIOYTYy OT SKOOBI COTpPYIHHKOB
HAJIOTOBOM CIy>XObI C TpeGOBaHHEM TMPENCTAaBUTh MEKJIAPALAI0 I10 CIEUaIbLHOM
CCBUIKE, TPH Mepexo/ie Ha KOTOPYI0 HeoOXOIUMO BBECTH JIMYHBIE JaHHbIE U PEKBU3UTHI
0aHKOBCKOM KapThl IKOOBI Ul HASHTU(DUKALIUKA HAJIOTOTLIATE IbIIHKA );

- XWIIeHWe JeHer M UMYyLIecTBa IOJ IMPeJIoroM OOHOBIEHUS OaHKHOT
(3BOHOK OT MOILIEHHHUKOB C YKa3aHHEM O HeOOXOAMMOCTH IPOBEpPKH IOJTHHHOCTH
O0ankHOT banka Poccuu, ansg dero yOexHarOT yCTaHOBUTH CTOpPOHHEE IPUIIOKEHHUE,
MOCPEICTBOM KOTOPOTO IIOIY4YaloT YHAJICHHBIH NOCTYyI K TeledOHY >KepTBBI; TaKKe
UCIIONIB3YETCSl TTOKBAPTHPHBIN 00X0A OT SIKOOBI CIIELMAIMCTOB COLMAJIBHBIX CIIYXO,
KOTOpEIE YOeXxIaloT 0OMEHSITh JeHe)KHbIe KyIIOpbl Ha NIOIENIbHBIE);
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- HCHONB30BaHHE JIOKHBIX aKKayHTOB pykoBomuTeneii banka Poccun,
MPaBOOXPAaHUTENBHBIX OpPraHOB, OPraHOB IIPOKYPAaTypbl, CONEPXKAIIUX pealbHbIe
IIaHHbIE, B3AThIE U3 OTKPBHITHIX HCTOYHHUKOB ((aMHIIHIO, UMsI, OTYECTBO, (OTO);

- coo0IIeHHe KIMeHTaM OaHKOB 00 yTeuKe IepCOHAIbHBIX JaHHEIX;

- o0emaHue MOMOYb ¢ KOMITEHCAIHel paHee MOXUILEHHBIX JIEHET;

- oOMeH kelbsKka Ha pyoIiH;

- coobmeHus ¢ oduuuamsHoro 6ora «CoBeThI IO 0€30IIaCHOCTU» O SKOOBI
npeAcTosield OJIOKHPOBKE aKKayHTa H3-3a «MOIIEHHUYECKHX mAeicTBuii». OHU
TpeOyIOT mepeTu mo ccbuike B « CUCTEeMHBINA LEHTP)» Ui MIPOBEPKH, MOCIE YEro Balll
aKKayHT MOXXeT OBITh B3JIOMaH M YKpaJeH.



